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DISCIPLINARY CODE AND DISCIPLINARY PROCEDURE
PURPOSE

GeoActiv has established a policy with regard to access and disclosure of electronic mail messages created, sent or received by Company employees using the Company’s electronic mail system; use of the Company’s Internet connection; and software installation on the Company computers.

POLICY

GeoActiv intends to honour the policies set forth below, but reserves the right to change them at any time as may be required under the circumstances.

ELECTRONIC MAIL AND THE INTERNET

1. The Company maintains an electronic mail system. This system is provided by the Company to assist in the conduct of business within the Company.

2. The electronic mail system hardware is Company property. Additionally, all messages composed, sent or received on the mail system are and remain the property of the Company. They are not the private property of any employee.

3. The use of electronic mail and the Internet is intended solely for the conduct of business during working hours. All employees are entitled to the use of Internet and e-mail for private use after their normal working hours. 
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The intention here is not to discourage employees from making use of the Internet, but to prevent it having a negative impact on their work. The Company reserves the right to refuse any employee access to e-mail and the Internet on the basis of their having abused the privilege.

4. The electronic mail may not be used to solicit or proselytise for commercial ventures, religious or political causes, outside organisations, or other non job related solicitations. 

5. The electronic mail system and the Internet are not to be used to create or view material containing any offensive or disruptive matter. Among those, which are considered offensive, are any message which contain sexual implications, racial slurs, gender-specific comments, or any other comment that offensively addresses someone’s age, sexual orientation, religious or political beliefs, national origin, or disability. 

6. The Internet and electronic mail system shall not be used to send (upload) or receive (download) copyrighted materials, trade secrets, proprietary financial information, or similar materials without prior authorization.

7. GeoActiv reserves and intends to exercise the right to review, audit, intercept, access and disclose all messages created, received or sent over the electronic mail system for any purpose.

8. The Company similarly reserves and intends to exercise the right to review, audit, intercept, access and disclose details of all Internet locations visited for any purpose.
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9. The confidentiality of any message should not be assumed. Even when a message is erased, it is still possible to retrieve and read that message. Further, the use of passwords for security does not guarantee confidentiality. All passwords must be disclosed to the Company or they are invalid and cannot be used.

10. Notwithstanding the Company’s right to retrieve and read any electronic mail messages, such messages should be treated as confidential by other employees and accessed only by the intended recipient. Employees are not authorized to retrieve or read any e-mail messages that are not sent to them. Any exception to this policy must receive prior approval by the Managing Director.

11. Employees shall not use a code, access a file, or retrieve any stored information, unless authorized to do so. Employees should not attempt to gain access to another employee’s messages without the latter’s permission. All computer pass codes must be provided to supervisors.

12. Any employees who discover a violation of this policy shall notify the IT Officer.

13. Any employee who violates this policy or uses the electronic mail system for improper purposes shall be subject to discipline, up to and including dismissal.

SOFTWARE LICENSING

It is the employee’s responsibility to ensure that only licensed software packages are loaded on to the computer. Any employee found guilty of having unlicensed software on his/her computer will be liable for any fine imposed.

PG 4 OF 5

ISSUE DATE:
February 2004

DISCIPLINARY CODE AND DISCIPLINARY PROCEDURE
The Company has standardised the main software programmes being used to facilitate the efficient transfer of data and to avoid incompatibility between different versions of the same programme. These standards will change from time to time as the need arises, but the standards for common programmes at present are:

Microsoft Windows operating system; Microsoft Word, Excel; Outlook or Outlook Express Electronic Mail and Microsoft Internet Explorer Internet browser.

If any programmes are required on a PC in addition to the official programmes already loaded – whether purchased personally, downloaded from the Internet, or obtained in any other way – approval must be obtained from the immediate superior, who must advise the IT Officer of the requirement to ensure that software standards are maintained, system resources are not compromised, and licensing requirements are adhered to – BEFORE INSTALLATION.

OTHER SOFTWARE

There are a large number of programmes, screen savers and utilities freely available from various sources (including the Internet) – some of which are free for a limited period. These are not always appropriate for all computers, and can compromise system performance. With modern operating systems, the removal of installed systems often cannot be done properly without completely erasing the entire hard drive and reinstalling all original software, which obviously takes time and can result in data loss. “Free limitied period trial” applications and “free” screen savers are amongst the enemies here and must be installed without prior approval.

